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Abstract. Given the scale and complexity of today’s systems, it is of
increasing importance that they handle and manage system’s problems
on their own in an intelligent and autonomous way. To cope with all nondeterministic changes and events that dynamically occur in a system’s
environment, a new ”self-managing based” design approaches must be
developed. Within this framework, an architectural network-based approach can be a good solution for the high demanding computation and
self-managing needs. In this paper, we present the basic concept of such
a design approach, its main properties and uses. A case study that proves
the feasibility of this approach is demonstrated and validated on a small
image-processing application.
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Introduction

In literature, we can find lots of terms and definitions relative to a system that
exhibits a form of a life-like system. This system is characterized by intelligent
and autonomous way of the system handling and managing itself. Within this
framework, the term of self-organization appears. Finding a clear definition of
this term that would satisfy everyone is extremely difficult because the concepts behind it are still only partially understood. However, one considers that
the self-organizing systems are the systems that try to behave like natural systems whose behaviour emerges and evolves without an outside intervention or
programming [1]. The main properties of these systems are high degree of robustness, flexibility and adaptability allowing tackling problems far more complex
than any computer system ever made. They are also characterized by: interactivity, dynamic, decentralized control, increase in order of their internal structure
and autonomy.
Another more restrictive and less general term relative to self-organization
that we can find in literature is the term of autonomic computing [2]. The autonomic computing systems function largely independently of their human supervisors, adapting, correcting and repairing themselves whenever a problem occurs.
They called them autonomic, referring to the autonomic nervous system which

controls bodily functions such as respiration and heart rate without requiring
any conscious actions by the human being.
Implementation of self-* properties in technical domains presents a great challenge. This work seems more probable and realistic with the advent of FPGA
reconfigurable technology. To face all non-deterministic (wished or unwished)
events without the external control, such systems must have possibilities to
evolve and adapt their functionality by changing their hardware structure. Some
advantages of the FPGA reconfigurable technology, such as a spatio-temporal
allocation by a run time reconfiguration and a partial reconfiguration match
very well to these dynamically changing environments [8, 7]. Within this framework, we present our new design approach which allows us to design a system
exhibiting a sort of self-managing properties.
This paper is organized as follows. In the Section 2 we present some related
work on architectural concepts for autonomic computing systems. Section 3 details our design approach. The basic concept of this approach and its main
properties are presented. Section 4 proves the feasibility of this approach on
an image-processing application. At the end, in Section 5 some conclusions are
given.
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Background and related work

The Autonomic Computing was presented as an IBM initiative to face the growing IT (Information Technology) complexity crisis [2, 9]. As a result of this
initiative, the four main areas of self-management, as an essence of the autonomic computing, are defined:
– Self-configuration : automatically configure components according to highlevel policies to adapt them to different environments
– Self-optimization: Automatically monitor and adapt resources making appropriate choices to ensure optimal functioning regarding the defined requirements
– Self-healing: Automatically detect, diagnose, and repair hardware and software faults.
– Self-protection: Anticipate, identify, and prevent from arbitrary attacks and
systemwide failures
IBM has expanded these autonomic and self-management concepts with the
following additional criteria [4, 5, 6]:
– The system must perform something like healing - recovering from routine
and external events
– The system continually optimizes, never maintaining the status quo
– The system requires self-knowledge of the whole and the components of the
system
The basic building block of an autonomic system is the autonomic element.
It consists of a managed element and its autonomic manager that controls it in

accordance with defined policies. The managed element can be either a hardware
or software resource or a combination of both. Essentially, an autonomic element
consists of a closed control loop which can theoretically can control a system
without an external intervention.
In [12], the authors describe behavioural properties of the autonomic elements, their interactions and how to build an autonomic system starting from
a collection of the autonomic elements. They define some required behaviour of
the autonomic elements. The autonomic element must handle problems locally,
whenever possible. Its services must be defined accurately and in a transparent
way to the other neighbouring elements. It must reject any services that would
violate its policies or agreements. They also define different forms of policy at
different level of specifications that the autonomic elements must respect in order to ensure desired behaviour. An overview of the policy management for the
Autonomic Computing is given in [10].
In [11], the authors state that the core problems still remain. Those are the
lack of appropriate standards and a precise definition describing self-managing
system, the absence of mechanism for rendering self-managing systems adaptive
and capability to learn . They expect the other scientific disciplines such as
biology, physics and sociology to contribute towards vital concepts enabling the
current systems to overcome existing problems of self-management.
An autonomic system by these definitions is highly desirable in the context of
either software or hardware applications or a combination of both. For designing
a hardware autonomic computing system with above mentioned properties, some
aspects regarding the real-time constraints, failure-detection and fault-tolerance
must be considered. Some works on failure-detection have already been done [3].
In contrast with these previous works based generally on software approaches, we
focus on hardware self-management approach that realize the self-* properties
without a closed control loop.
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3.1

Architectural Design Approach for Self-Management
Introduction

We apply a classic reductionist approach for a better understanding of functioning of how the whole system functions. Let us suppose that there is a system
S which is composed of N modules Ei , 0 < i < N , that can communicate and
exchange data with each other. Each module Ei carries out a function ei at
a given time. Each module’s function presents a part of a set of the available
functions (or services) that could be accomplished by the given module, Si , and
contributes to the system’s global function eg . Defined that way, the system can
be described by the following set of expressions:

e1 ∈ S1 , S1 = e11 , e12 , ..., e1n1

e2 ∈ S2 , S2 = e21 , e22 , ..., e2n2

..
.

(1)

n
o
eN ∈ SN , SN = eN1 , eN2 , ..., eNnN
n
o
eg ∈ Sg , Sg = eg1 , eg2 , ..., egng
eg = ∪N
i=1 ei
where ng = n1 n2 . . . nN is the maximal number of different functions that this
system can perform with a guaranteed service quality. Some functions of the
system can be performed with a smaller number of modules to the detriment of
the system’s performances.
Let us also suppose that for each module’s function ei exists a set of the other
modules’ functions {ei1 , ei2 , . . . , eir } (i 6= i1 6= i2 6= . . . 6= ir and r ≥ 3) that can
at the same time successfully replace the function concerned and perform their
own functions, as it presented by expression 2:
ei ⊂ (ei1 ∪ ei2 ∪ . . . eir )

(2)

Without a loss of generality, we limit the set of the modules’ functions to three
and consider that the modules whose functions are in the given set of functions
present direct neighbouring modules. This means for each group of 4 neighboring
modules of the system, the statement described by the expression 2 is always
valid. For a rectangular structure of modules nc × nr , where nc and nr are
numbers of columns and rows respectively, and for a module Eij with (i, j)
coordinates (0 < i < nc , 0 < j < nr ), there exist 4 sets of functions which can
replace functionally the concerned module (see Figure 1).
3.2

Modules awareness - Flux

To make all modules aware of their neighbours and their states, we have introduced a dynamic data stream called flux. This is the main originality of our
work. The main objective of this data stream is to gather information about
the states of the modules and to inform the modules about the states of their
neighboring modules.
The flux circulates through the module, gathers information about its function, current functioning mode, states and then informs the other modules about
it. The flux is not a control structure. It does not impose any decisions on the
module. Its main role is gathering and informing. On the other hand, the flux
helps modules to make decisions taking into account agreements with their direct
neighbours and their states.
Neither of the modules can make a decision before it informs its direct neighbours and gets from them a sort of agreement for the wished decision. Whenever
a change of some parameters occurs, each module ”proposes” its solution and
through the flux informs other modules about the change and action that it is
going to perform. Other modules analyse the flux, become aware of the changes
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Fig. 1. For module Eij there exist 4 sets of functions with which it can be replaced

and give a (dis)agreement for the proposed actions and eventually if they agree
with the actions that will be taken, complement them with their own actions.
Each module updates the flux about its intentions and actions that it will take.
If we compare our module and the autonomic element as defined in autonomic
computing [2, 9], the ”module’s manager ” makes decisions in accordance with
the neighbouring modules. This is the consequence of its continuous monitoring
and controlling by the other modules through the flux. That way the module
cannot make a decision that would violate its own and policies and agreements
of the other modules.
Moreover, the flux allows the system to handle the problems locally, whenever it is possible. For example, it can happen that a module discovers that its
neigbouring modules which is on the way of the flux cannot perform the demanding services. In that case, it tries with the other modules affected by the same
flux, to resolve the existing problem. If they do not succeed in it, there are three
more fluxes comprising the same module and their modules will try to resolve
the problem as well. In the worst case, if the problem cannot be solved locally,
the rest of the system will become progressively aware of it. This is presented in
Figure 2. The direct neighbouring modules of the module Eij with the problem
are shaded and surrounded by the first dotted circle. If they do not succeed in
solving of the problem, the other modules (between two dotted circles) become
aware of it and so on for the rest of the system.

3.3

Flux structure

Figure 3 details a structure of the flux affecting 4 modules. The number of
fields corresponds to the number of modules affected by the flux and it can be
extended. Each module has its field in the flux. Each module’s field contains
several subfields. The number of subfields is not limited and it can be extended
depending on designer’s concepts. Each subfield refers to a module’s parameter. These parameters give information about the functional correctness, the
intention of module removing (for reconfigurable systems), the module’s current
functioning mode and wished functioning mode. The current functioning mode
is the function which the module executes at given time. The wished functioning
mode is the future functioning mode that will be executed by the module and it
presents a result of an analysis of functioning modes of other modules affected
by the same flux. This is more detailed in the next section. In Figure 3, the first
subfield denotes the functional verification information. If this subfield is set,
the module executes correctly its function otherwise its function is corrupted
and it must be replaced. If a module must be replaced because of its corrupted
function or from another reason (i.e. defragmentation of a reconfigurable area),
the second subfield called ”Presence” indicates these information. The current
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Fig. 2. The system solves the existing problem locally, if it is possible, if not, the rest
of the system becomes aware of it. The first neighouring modules, if they cannot solve
the problem, through the fluxes inform progressively the rest of the system. The arrows
indicate the sense of the system’s awareness for the existing problem

functioning mode is contained in this subfield whereas the wished functioning
mode is placed in the last one (see figure 3).

Fig. 3. An example of the flux in the case when it covers a group of 4 modules

3.4

Modules descriptors

To ensure establishing and maintening relationships with the other modules
through the flux, the module uses descriptors. The descriptor is defined as a
static structure that is used to describe the module in an accurate way.
Each descriptor gives a faithful image of the module. It contains module’s
functioning modes, services that it can deliver, the ways how the services can be
replaced and all information that could be useful for the other modules.
The descriptor is created at the system’s designing phase but can be updated
at run-time, if the concerned module would like to add some additional services
to its basic set of services. The descriptor of a module is placed in its first
neighbouring module in the way of circulation of the flux. That way, in the
case of the complete failure of the concerned module, the neighbouring modules
have the ”recipe” to recover its services and thus the global system function.
This mechanism is presented in Figure 4b on the example of 4 modules. Each
module contains its own descriptor and the descriptor of its direct neighbour. In
Figure 4a is presented the descriptor which contains only functioning modes of
other modules. The module’s descriptor can be changed at the run-time, if the
concerned module changes its structure or gets some ”new functions” that are
not previously described by the descriptor.

Fig. 4. a) Descriptor b) Placement of descriptors in a group of 4 modules affected by
the same flux

3.5

Self-Management through the flux verification

Figure 6 shows the control flow graph of the flux verication block. Each module
contains this block in which the received flux is analysed and treated. Firstly,
each module verifies the states of other modules affected by the flux. Secondly,
it updates its own states taking into account the states of other modules. For
example, in the case of 4 modules covered by the flux, each module verifies the
states of 3 others (see Figure 5).
The flux verification part is presented in Figure 6 with the dotted block called
”Verification”. Each subfield of each module’s field is analysed. For instance, if
the functional verification field of a module refers to a functional corruption of
the module, the module that analyses the flux must take some actions and must
adapt its functioning to the occurred problem. If it has not the descriptor of
the faulty module, it waits for it from the direct neighbouring module placed
in the sense of circulation of the flux. If the module has the descriptor of the
faulty module, it will send it with the flux to other modules. Once the descriptor
is received, the module compares its own descriptor with the one of the faulty
module and it takes a decision. It chooses another functioning mode in which it
will cover its own function and a part of the function of the faulty module. This
phase is presented with the ”Decision making” block in Figure 6. After having
verified all modules’ states, the flux verification block of the module updates its
own states and sends the flux and eventually the descriptor to other modules.
Each module except the faulty one carries out the same procedure and after
one flux circulation tour is finished, the faulty module module should be replaced
by other modules. Of course the modules take also into account the changing of
the flux circulation path which will not take anymore the faulty module.

Fig. 5. Each module verifies the fields of the flux corresponding to the states of other
modules affected by the flux and updates only the field corresponding to its own states

This self-managing of the modules is possible if we have only one failure or
another demand at the time. This approach can be simply extended to cover
other cases but that will cause large system area overheads.

Fig. 6. Flux verification

Fig. 7. Case study: an edge-detection image-processing application implemented on
the CuNoC using proposed design approach: a) DFG of the application before and b)
after applying proposed design approach

Fig. 8. Simulation cases before (a) and after (b) the failure of the module M1
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Case study

We have implemented the flux on the example of an edge-detection imageprocessing application. This application is composed of an averaging filter followed by two spatial edge detectors and a final gradient computing [13]. The

data-flow graph of this application is divided in four parts, each part is carried out in one module (see Figure 7a). For each module we have added some
additional resources in order to respect the statement 2 from Section 3. That
means, each of the 4 presented modules can be replaced with 3 others in the
detriment of system’s performances. These additional logics are presented with
the M1p ,M2p ,M3p and M4p respectively for the M1 ,M2 ,M3 and M4 modules (see
Figure 7b). We have used the descriptors which contain only the modules’ functioning modes. As a communication medium for the modules, we have used the
4 × 4 CuNoC communication approach [15, 14]. The flux also circulates via the
CuNoC. In this case, the flux is implemented as a data packet and its structure
is presented in Figure 8c.
We have simulated the complete failure of each module of the system at
different times. Figure 7a illustrates the applied procedure on the failure of the
module M 1.
At a given time, the problem occurs and the other modules (M 2, M 3 and M 4)
through the flux become aware of it and make some decisions. They chose another
functioning mode which covers a part of the M1 function. After a while when
the flux accomplished the circulation tour and all modules became aware of the
problem, all services of the module M 1 are replaced. Then the global function of
the system is established again. The system’s response time to occurred problem
is equal to a time needed to flux to accomplish the circulation tour. During this
time, all modules keep running their previous services till they become aware
of existing problem of one of the modules. For the M1 failure simulation case,
instead of the previous data path comprising the modules M 1, M 2, M 3 and
M 4, the new data path comprises only of M 2, M 3 and M 4 but in the sequence
M 2 − M 3 − M 4 − M 2 − M 3 − M 4. The first sequence of the modules M 2, M 3
and M 4 is used to replace the function of the module M1 , and second one for
their own functions. This is the main reason for the system’s response time after
reestablishing the system’s global function which is much bigger than before.
We have implemented the system on Xilinx Virtex IV technology [16]. The
implementation results show an area overhead of about 40 % with regard to
the system without self-managing properties. This overhead is mostly due to
additional logics which were implemented (M1p ,M2p ,M3p and M4p ) in order to
respect the statement 2 from Section 3. The area overhead due to flux verification
block per computing module is insignificant.
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Conclusion

In this paper, we presented a new hardware design concept making a system
self-managing adapted for FPGA based reconfigurable systems. The originality
of our approach is that the self managing is based on decentralized control from
a scalable stream data which inform only the specification of the new interactions between system’s element. The basic concept of this design, as well as
its main characteristics are both presented. We have defined the dynamic and
static structures called respectively the flux and the descriptor which present

the main mechanisms of our design approach. These mechanisms are validated
on an edge-detection image-processing application. As an ongoing work, some
learning mechanisms that allow learning from past experience and remember
effective responses are about to be considered as well as failure-detection and
fault-tolerance mechanisms.
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